CBA response to Lord Carlile of Berriew on the statutory definition of ‘terrorism’

1. Introduction

1.1 Lord Carlile of Berriew Q.C. has been asked to report on the adequacy or otherwise of the present definition of terrorism in UK law as contained in the Terrorism Act 2000 as amended, and to suggest any changes that might usefully be made.  He has asked for submissions from various parties with relevant experience or expertise.  This note sets out the CBA’s response to that request.

2. The definition of terrorism in UK law 

2.1 ‘Terrorism’ is currently defined in section 1 of the Terrorism Act 2000 (‘the 2000 Act’).  As amended, section 1 of the 2000 Act provides as follows:

(1) In this Act “terrorism” means the use or threat of action where– 

(a) the action falls within subsection (2), 

(b) the use or threat is designed to influence the government or an international governmental organisation or to intimidate the public or a section of the public, and

(c) the use or threat is made for the purpose of advancing a political, religious or ideological cause.

(2) Action falls within this subsection if it-

(d) involves serious violence against the person,

(e) involves serious damage to property,

(f) endangers a person’s life, other than that of the person committing the action,

(g) creates a serious risk to the health or safety of the public or a section of the public, or

(h) is designed seriously to interfere with or seriously to disrupt an electronic system.

(3) The use or threat of action falling within subsection (2) which involves the use of firearms or explosives is terrorism whether or not subsection (1)(b) is satisfied.

(4) In this section-

(i) “action” includes action outside the United Kingdom,

(j) a reference to any person or to property is a reference to any person, or to property, wherever situated,

(k) a reference to the public includes a reference to the public of a country other than the United Kingdom, and

(l) “the government” means the government of the United Kingdom, of a Part of the United Kingdom or of a country other than the United Kingdom.  

(5) In this Act a reference to action taken for the purposes of terrorism includes a reference to action taken for the benefit of a proscribed organisation.

2.2 This definition remains substantially as enacted save for the insertion of the words “international governmental organisation” in subsection (1)(b) by section 34(b) of the Terrorism Act 2006.

2.3 The following observations may be made about the current definition of “terrorism”:

(i) “Terrorism” is defined as action which satisfies three requirements: result (subsection (2)), intention (subsection (1)(b)) and motivation (subsection (1)(c)).  Where the action involves explosives or firearms, the intention is irrelevant.

(ii) “Terrorism” is not restricted to violent action.  The Explanatory Notes to the 2000 Act observe that it covers “actions which might not be violent in themselves, but which can, in a modern society, have a devastating impact”, such as attacks on the water or electricity system. 

(iii) “Terrorism” is not specifically restricted to criminal conduct, or to conduct which is unlawful.  For example, not all conduct which endangers life is unlawful.  

(iv) “Terrorism”, as it is defined, may be carried out anywhere in the world, and may be carried out against any foreign state or against the public or a section of the public anywhere in the world.  

(v) There is no attempt to differentiate between causes.  Violent action against any state by resistance groups would be likely to fall within the definition whether or not the action was supported by the United Kingdom government.  

(vi) The definition has been adopted overseas, and statutory definitions of terrorism which are similar in structure and effect to section 1 of the 2000 Act (although they are not in identical terms) are in force in many commonwealth jurisdictions including Canada, South Africa and Australia.

2.4 In some circumstances at least, the following might be considered to fall within the definition in the 2000 Act:

(i) Fire-fighters on strike (endangering life; to influence the government; for a political cause).

(ii) Governments which impose economic sanctions against foreign states in protest at the policies or actions of that state, causing or increasing serious poverty (serious risk to the health of a section of the population; to influence a government; for a political cause).

(iii) Missionaries who provide aid in Africa only on condition of conversion to Catholicism, including rejection of the use of condoms thereby indirectly encourage the spread of HIV (serious risk to health/endangering life; to intimidate the public; for a religious cause).

(iv) Poll Tax rioters (serious violence against the person/damage to property; to influence a government; for a political cause)

(v) Computer hackers who break into a government department website to sabotage web pages relating to an unpopular government policy (serious interference with an electronic system; to influence a government; for a political cause)

3. Counter-terrorism measures in United Kingdom legislation

3.1 The definition in section 1 of the 2000 Act underlies all of the legislative counter-terrorist measures enacted in that and subsequent Acts.  The United Kingdom’s legislative provisions to combat terrorism fall into three principal categories:

(i) The power conferred on the Secretary of State to proscribe “terrorist” organisations, which is supported by a range of offences relating to proscribed organisations.

(ii) Specific terrorism offences.

(iii) Wider executive powers where terrorist offences are committed or suspected.

In each case it is the definition in section 1 of the 2000 Act that determines the ambit of those provisions.

3.2 It should be noted that there is no specific offence of committing an act of terrorism, as there is in many other jurisdictions.  The tacit legislative assumption is that existing offences (murder, kidnapping, criminal damage, offences under the Explosive Substances Act 1883, etc.) will cover any terrorist attack.

3.3 However, conduct ancillary to terrorism is criminalised in many situations in which analogous conduct ancillary to other criminal activity would not be.  For example:

(i) It is an offence under section 56 of the 2000 Act to direct “at any level” a terrorist organisation.

(ii) It is an offence under section 38B of the 2000 Act, as inserted by the Anti-Terrorism, Crime and Security Act 2001, for any person to fail to disclose as soon as reasonably practicable any information which he knows or believes might be of material assistance in preventing an act of terrorism or securing the apprehension or conviction of a person involved in such an act.  
(iii) Section 57(1) of the 2000 Act creates an offence of having possession of an article for a purpose linked to terrorism, with a reverse burden of proof: where the circumstances give rise to a reasonable suspicion that the defendant had such an article for such a purpose, it is for him to show that the article was not in his possession for that purpose.
(iv) Section 1 of the 2006 Act creates an offence of encouragement of terrorism.
If the definition of terrorism does not accurately reflect the common understanding of the term, these offences will frequently be committed in circumstances in which criminal liability was never intended.

3.4 The circumstances in which wider powers are conferred on the state where activity or suspected activity falls within the definition of terrorism include the following:

(i) There are wider than usual powers of arrest, search, seizure, detention and obtaining of information and evidence in relation to suspected terrorists.
(ii) In particular, there is power to detain terrorist suspects for up to 28 days without charge.

(iii) There are increased powers for the state to obtain detention and forfeiture of cash in certain circumstances which are defined by reference to terrorism.

(iv) The Prevention of Terrorism Act 2005 provides for the making of  preventative ‘control orders’ imposing obligations on an individual suspected of being involved in terrorism-related activity, including restrictions on his work, residence, movements and associations and requirements on him to provide information, access to and permission to search premises and co-operations with steps taken to monitor him. 

3.5 Given the wide reach of these offences and powers, it is of crucial importance that Parliament’s intention as it is encapsulated in the statutory definition in section 1 of the 2000 Act accurately reflects Parliament's true intention.  If the definition covers a wider range of conduct than is intended, those who fall within its unintended scope will be committing serious criminal offences and are subject to serious limitations to their usual rights.  If, on the other hand, the definition is too narrow, the measures will be ineffective.  The Government's consultation paper, Legislation against Terrorism (Cm 4178) put it as follows:

“…there is a balance to be struck between too narrow a definition of terrorism (which could exclude some serious threats which fully justify the availability of special powers) an one that is too wide (and which might be taken to include matters that would not normally be labelled ‘terrorist’).” 

4. Purpose of the definition

4.1 As noted above, one of the reasons that an accurate definition of terrorism is elusive is that it is a political as well as a legal concept.  This fact is recognised in the 2000 Act scheme in that a power is created for the executive to proscribe specific organisations as ‘terrorist’, rather than a law which proscribes all terrorist organisations whose activities fall within the definition of terrorism.  

4.2 Even where the definition is relied on, in practice it is frequently a matter of executive and prosecutorial discretion whether particular conduct is said to fall within the definition or not.  The definition is sufficiently broad, as has been shown, to apply to people whom Parliament did not wish to stigmatise as terrorists.  The effect is that there remains an element of executive choice in the application of the definition and therefore in the content of the criminal law.  This is inherently undesirable. 

4.3 One response to this problem is to enact very specific offences where they are needed which cover the relevant conduct.  In the context of international law, C L Lim writes in The question of a generic definition of terrorism under general international law, published in Global Anti-terrorism Law and Policy, Ramraj, Hor and Roach (2005), that:

“For international law-makers, what terrorism is has counted for less than what terrorists do.  Terrorists, in their view, kidnap notable public figures, such as diplomats and other ‘internationally protected’ persons, and are generally prone to hostage taking to publicise and gain whatever leverage they perceive that might afford in furthering their cause.  They hijack commercial aircraft for the same purposes.  They transport plastic explosives across international borders and transfer monetary funds across international boundaries to further their activities…  Speaking in the Sixth Committee of the United Nations General Assembly, the United States Representative (Mr Rosenstock) noted the link between achieving progress in international standards to combat terrorism and the need to focus on specific terrorist conduct.”  

4.4 The most satisfactory solution, therefore, would be to avoid a legal definition of terrorism entirely.  Our system of laws criminalises terrorist violence in any event, and it is then left to judges to increase sentences as appropriate where offences are aggravated by their indiscriminate nature or by an intention to cause terror or subvert the government. 

4.5 However, the statutory definition of terrorism does in fact underpin the substantial counter-terrorism measures currently in force in this jurisdiction and could not be repealed without a reorganisation of the entire scheme.  Such extensive alteration would appear to be beyond Lord Carlile’s remit.  Recognising this, some more modest suggestions for reform are offered below, modelled on the definitions in force in other jurisdictions.

5. Definitions of Terrorism Overseas

5.1 There have been numerous attempts – and numerous failures – to produce an internationally agreed definition of terrorism.  Tal Becker, in Terrorism and the State, Hart Publishing 2006, page 84, observes that the definition of terrorism has acquired a “special reputation for controversy and elusiveness.”   In essence, this is because of political disputes about the legitimacy of particular action against the state (particularly national liberation movements) and because of disagreements about the extent to which state terrorism should be included within the definition.  

5.2 The words of the United Nations General Assembly in 1996 in Resolution 51/210, while not a definition in the strict sense, do signify an international consensus:

“… criminal acts intended or calculated to provoke a state of terror in the general public, a group of persons or particular persons for political purposes are in any circumstances unjustifiable, whatever the considerations of a political, philosophical, ideological, racial, ethnic, religious or other nature that may be invoked to justify them”

The idea that terrorism is designed to “provoke a state of terror in the general public” is a feature of many definitions of terrorism.  Another element of this definition which frequently recurs in international definitions is the idea that terrorist acts ought to be “criminal”.  

5.3 As noted above, the definition in the United Kingdom's 2000 Act has been adopted and adapted by other jurisdictions, generally for the purposes of more stringent counter-terrorist measures introduced following the terrorist attacks of September 11 2001.  In particular reference is made to amendments to the Canadian Criminal Code effected by the Anti-Terrorism Act 2001; amendments to the Australian Criminal Code Act 1995; the Protection of Constitutional Democracy against Terrorist and Related Activities Act 2004 in South Africa and the United Nations Anti-Terrorism Ordinance 2002 in Hong Kong.  These provisions have been controversial, and the definition of terrorism has therefore been subject to scrutiny, debate and substantial amendment during the legislative process in those jurisdictions.  The principal differences between those enactments and our own definition are therefore of significance, and are summarised below.

5.4 The requisite intention in the definition of terrorism in overseas jurisdictions is often more narrow: whereas under the 2000 Act it is sufficient for action to “influence” the government, the word “compel” is used in Canada and Hong Kong in the equivalent context.  In Australia the requirement is that the action “coerc[e] or unduly influenc[e]” and in South Africa that it “unduly compel, intimidate, force, coerce, induce or cause”. 

5.5 Definitions of the purposes and motivations of terrorism are usually drafted along the same lines as section (1)(c) of the 2000 Act, although it is also an element which is sometimes omitted altogether, as in the United Nations resolution quoted above.

5.6 There are additions to the list of ‘actions’ which constitute terrorism.  Although many of these appear superfluous, an addition for disruption to public services, such as, in Canadian legislation: acts which “cause serious interference with or serious disruption of an essential service, facility or system, whether public or private” may not always be covered by the alternatives.  
5.7 Moreover, the Canadian legislation requires intention as to the result of the actions (e.g. causing death) as well as the purpose (e.g. intimidating the public).  The effect of this is to avoid any doubt as to whether the definition applies when the results are unintended: for example, employees who do not foresee disastrous consequences of strike action.  It is difficult to envisage action that would commonly be called terrorist where such results were not intended.
5.8 The words “involves” in subsection (2)(a) and (b) and the word “designed”  in subsections (2)(e) and (1)(b) are not always adopted in other jurisdictions.  The more familiar statutory language of causation and intention is used in Canada, Australia and Hong Kong. 
5.9 There is frequently an exception or a partial exception for industrial action or legitimate protest:

(i) In Hong Kong, the use or threat of action which does not cause serious violence against a person or serious damage to property is excluded from the definition if it is “in the course of any advocacy, protest, dissent or industrial action”.

(ii) In Australia action is excluded from the definition of terrorism if it:

(m) 
is advocacy, protest, dissent or industrial action; and

(n) 
is not intended:

(i) 
to cause serious harm that is physical harm to a person; or

(ii) to cause a person’s death; or

(iii) to endanger the life of a person, other than the person taking the action; or

(iv) to create a serious risk to the health or safety of the public or a section of the public.

(iii) In Canada this exception for protest and strike action only applies in the context of an apparently wider definition of terrorism: one of the types of action which may constitute terrorism (subject to an intention and motivation falling within the definition) is an act or omission which “causes serious interference with or serious disruption of an essential service, facility or system, whether public or private, other than as a result of advocacy, protest, dissent or stoppage of work that is not intended to result in [death, serious bodily harm, endangerment of a person’s life or a serious risk to the health and safety of the public or any segment of the public]” 
Indeed, the same concern was raised by the Government's consultation paper, Legislation against Terrorism, Cm 4178 (page 11), which preceded the 2000 Act:

“Violence that can be described as “politically motivated” may arise in the context of demonstrations and industrial disputes.  The Government has no intention of suggesting that matters that can properly be dealt with under normal public order powers should in future be dealt with under counter-terrorism legislation.”

It is submitted that an amendment in similar terms to the Australian legislation would give effect to this view.

5.10 The Canadian legislation also includes a specific saving for acts which might otherwise constitute terrorism in the course of armed conflict:

“for greater certainty, [terrorism] does not include an act or omission that is committed during an armed conflict and that, at the time and in the place of its commission, is in accordance with customary international law or conventional international law applicable to the conflict, or the activities undertaken by military forces of a state in the exercise of their official duties, to the extent that those activities are governed by other rules of international law.”

5.11 The extra-territorial reach of the definition is common to Australia, Canada and South Africa.

6. Amendments for consideration

6.1 One powerful alteration to the legislation would be to require that terrorist conduct be a criminal offence (or at least unlawful).  This is frequently done in international definitions, albeit not domestic legislation which has followed the United Kingdom model.  Although it would constitute a substantial narrowing of the definition, such a change may be thought desirable.  First, it would have the effect of excluding from the definition activities which are not criminal and (partly because they are not criminal) clearly should not fall within the definition.  The examples given at (i) - (iii) of paragraph 2.4 may be thought to fall within this category.  Secondly, such an alteration may not have any effect in most circumstances: for instance it is likely that a police officer wishing to rely on the expanded powers would suspect that offences have been committed, and a prosecutor trying to prove an offence such as encouragement of terrorism would almost invariably attempt to prove encouragement of serious criminal conduct.  Thirdly, it would remove an anomaly in the current law whereby it may be an offence to encourage, or to fail to report, conduct which is not itself unlawful, and conduct which is not unlawful may nevertheless provide grounds for restricting the ordinary rights of the actors.  Fourthly, it would go some way to removing the objections to a definition of terrorism, since it would mean that terrorism is defined by reference to the ordinary categories of criminal conduct.

6.2 The following further possibilities arise as a result of comparison with the definitions in other jurisdictions:

(i) It could be made necessary to do something more than merely “influence” a government.  

(ii) It could be necessary to intend the consequences contained in subsection (2) of section 1 of the 2000 Act (causing death, etc.)

(iii) Some of these consequences could be more narrowly drafted: for instance, it might be thought that not all electronic systems are so important that their disruption deserves to be labelled “terrorist”.

(iv) Consideration could be given to amending the words “involves” and “designed” to “causes” and “intended”.
(v) Consideration could be given to a specific exception for legitimate protest and industrial action.

(vi) Consideration could be given to inserting a clarification that acts carried out in the course of armed conflict do not constitute terrorism.

6.3 A further category of action could be added in subsection (2) which covers disruption to public services.  However, it may be thought best to do this in conjunction with the exception for legitimate protest and industrial action suggested in (v) above.

7. Conclusion

7.1 The definition of ‘terrorism’ in the Terrorism Act 2000 is significant in that it determines the scope of a number of offences and executive powers.  A balance must be struck between a definition which is too narrow and renders these provisions ineffective and a definition which is too wide and wrongly stigmatises those to whom it unintentionally applies.

7.2 Since the concept of “terrorism” is partly a political or value-laden one, there is inevitably an element of executive choice in its application and it would therefore be preferable to avoid a statutory definition entirely.  However, it appears that such a change would require wholescale redrafting of the United Kingdom's counter-terrorism legislation and it is recognised that such a change is likely to exceed the scope of Lord Carlile’s report.

7.3 It is submitted that taken together, the modifications suggested in paragraphs 6.1 – 6.3 of this advice would minimise the extent to which action which is not normally categorised as ‘terrorism’ may nevertheless fall within the statutory definition, without unacceptably affecting its application to the actions which the definition is intended to cover.
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