IDENTITY FRAUD

Response on behalf of the Criminal Bar Association

INTRODUCTION


In summary, it is not felt that there is a need for any new legislation to deal with identity fraud.  There have been many statutory provisions passed in recent years which do and will have a considerable effect upon this growing problem.  These include the Fraud Bill 2005 (due to receive Royal Assent in June 2006) and the Identity Cards Act 2006 which both specifically address the problem of identity fraud.  The ways in which these statutes deal with the issue is set out below.  More legislation is not the answer.  Better communication between investigators and prosecutors and more resources will allow the current legislative tools to be used more effectively.  The establishment of the Serious and Organised Crime Agency is without doubt a significant step in the right direction.

This is not to underestimate the scale of the problem.  The latest Home Office figures estimate that identity fraud costs the UK economy 1.6 billion a year.  This represents around 10% of the total cost to the economy of all fraud.  This is thought to be an underestimate.  The level of identity fraud is increasing by approximately 30% per year.

In addition to the £1.6 billion loss to individuals business and the state, identity fraud assists those involved in human trafficking, money laundering, drug trafficking and other organised crime.

The issue is hard to separate from the debate over the creation of a national identity register and the national identity card scheme.  The Identity Cards Act 2006 was passed earlier this year and will gradually be brought into force, and then take effect over the next 4 years.

This note seeks to summarise the current approach to investigation and prosecution of offences involving identity fraud and the Criminal Bar Association’s views on the problem.

FORMS OF IDENTITY FRAUD

Identity fraud is not an offence per se.  Ordinarily it will lead to 1 of 3 kinds of criminal offending

.

To make a profit by fraud:  This is what most people understand identity fraud to mean.  Fraud against individuals by false use of cards, ‘phishing’ fraudulent credit applications. 

Criminals pretending to be the authorised user of bank cards cost banks and insurers £504.8 million in 2002.  The telecoms sector recorded losses incurred through identity fraud of £372 million and the Department for Work and Pensions estimate that between £20 million and £50 million is lost each year as a result of identity fraud.


To avoid financial liability: Evading taxation, reneging on debts etc.  HMRC estimated that £215 million was lost in 2002 through identity fraud.  

To avoid the consequences of identification: Illegal immigration, drug trafficking and money laundering, individuals convicted of sex offences evading detection, terrorism. 

 It is hard to quantify what proportion of loss to the economy through such criminality is attributable to identity fraud.  The cost to the state of (for example) a sex offender evading detection is obviously unquantifiable.


Identity fraud is a far wider problem than the popular understanding of criminals assuming another’s identity to obtain cash, other property or services.  This, however, does represent well over half of the quantifiable loss.

PROSECUTING IDENTITY FRAUD


Where identity fraud is detected prosecutions are pursued by different agencies.  Enforcement is perceived as being pursued with varying degrees of success and enthusiasm.  DWP, Inland Revenue and SOCA (formerly HMCE) pursue their own prosecutions.

The vast majority of resources within the DWP (the largest single victim of identity fraud) investigations and prosecutions department are aimed at detecting those who make false claims in their own identity.  A much smaller department is charged with the investigation of organised criminal attacks on the benefit system and large scale identity fraud.

The UK Passport Agency and DVLA rely in the main part upon police investigation and the CPS.  

Where an individual is caught attempting to obtain a passport in a false identity, without evidence of other criminal activity or a larger conspiracy to obtain false passports they are ordinarily prosecuted under the Theft Act for obtaining property by deception.  The property dishonestly obtained is a new passport which currently costs £58.

The national high tech crime unit formerly investigated serious instances of online identity fraud. This unit is now part of SOCA.

The establishment of SOCA brings investigations and prosecutions for drug trafficking, terrorism, organised crime and revenue and customs offences under one roof.  It is intended that there will be far greater communication between investigators and prosecutors in this area.  SOCA will target the most serious offences and criminals who often use identity fraud as an integral part of their illicit business.  It is of course far too early to say whether this will have an appreciable effect.

RECENT CHANGES IN THE LAW

The Criminal Justice Act 2003 changed the law to align the penalty for fraudulently obtaining a driving licence with that for fraudulently obtaining a passport and made these offences arrestable. Obtaining either document fraudulently now incurs a maximum penalty of two years imprisonment.

The Identity Cards Act 2006 creates a new offence of being in possession or control of false identity documents, genuine documents that have been improperly obtained or document issued to another person, without reasonable cause.   This covers both UK and foreign documents.  The offence is now punishable with a maximum penalty of 2 years imprisonment.

It often argued that the Identity Cards Act will do little to tackle the problems of identity fraud as most offences are committed without the use of identification documents or where the victim is not present.  Without straying into this arena it seems clear that identity cards will do little to stem the rise of online fraud and the use of cloned or stolen bank cards.  It remains to be seen whether the introduction of identity cards and a national identity register will have an impact upon other forms of crime which involve identity fraud.

The Fraud Bill 2005 heralds major changes to what would previously have been offences of deception under Theft Act 1968 and 1978.  As consumers and criminals are more reliant upon machines to provide goods and services and those completing transactions either do not know or do not care that they are being deceived, deception as a requisite element has become outmoded.  The new Act focuses on dishonesty instead.  The Bill has in mind internet fraud, the use of bank cards in machines to purchase goods and services and confidence tricks such as ‘phishing’.  It can reasonably be expected that the Fraud Bill 2005 will assist investigators and prosecutors in dealing with the most prolific kind of identity fraud.

Section 6 of the Fraud Bill 2005 makes it an offence for any person to be in his possession of any article for use in the course of or in connection with any fraud.  This deals with the increasingly common situation in which the police search a suspect’s house and find therein a list of stolen bank card numbers.  Currently this is not an offence, under the new law providing it can be proved that the card numbers were to be used for or in connection with fraud those convicted will face a maximum penalty of 5 years imprisonment.

CONCLUSION

There have been 2 recent and significant changes in the law in the Identity Cards Act 2006 and the Fraud Bill 2005.  We do not feel that there is much we can usefully add to the controversy over identity cards, save to say that ID cards will not it would seem have an immediate effect upon fraud using bank cards.   It is notorious that opinion is divided as to whether ID cards will have a more general effect upon criminals who chose to use another’s identity to offend or in order to offend.

The Fraud Bill 2005 has only recently been passed by Parliament.  We expect that it will be of assistance in prosecuting modern offences of dishonesty of which identity fraud is of course a key and growing concern.

It is hard to see given the range of new and existing legislation when it would be desirable or necessary to prosecute an individual for a new offence of identity theft.  We do not as such feel there is demand for such legislation.
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